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A $180K Wire Fraud 
Loss



You know cyber fraud is a problem. 
But how bad is it?

Escalating losses impact reinsurers, underwriters and agents.



Fraud is not 
a matter of if,
but when. 



BEC losses will 
continue to grow.

Source
FBI 2014- 2021 IC3 Reports

BEC Reported Losses

Projected Losses



The enemy is funded, focused, 
and globally coordinated. 

Who you think you’re up against. Who you’re actually up against.



Federal agencies confirm rise in fraud.

Cyber crime networks have evolved into multi-national enterprises 
with the funding, talent and playbooks to continue to scale their wire 
fraud scams.  With gains from other scams in 2020 we are seeing a 
sharp increase in BEC and ransomware this year. 

US Secret Service 
GIOC Fraud Alert



Title agents feel the pain.

Wire fraud is the biggest threat to my business, we experience 
attempts on a regular basis. 

Matt McBride
President, Continental Title



Insurance syndicates are seeing claims.

Mortgage payoff fraud is the biggest payment risk facing 
title agents and a growing source of wire fraud-related 
insurance claims.

Hugh Sprowson
Senior Underwriter, Lloyd’s of London



Fraud prevention 
remains a
top concern. 

Source: 2022 Voice of the Title Agent



E&O and cyber 
insurance is
changing. 

Source: 2022 Voice of the Title Agent



Technology as a
force multiplier. 

Source: 2022 Voice of the Title Agent
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Business Email Compromise



A cyber crime in which an attacker gains access to 
an email account, obtains transaction details and 
impersonates a trusted party in order to trick 
someone into sending funds to a fraudulent 
account. 

BEC Business Email Compromise 



A Rinse Repeat Playbook.

Phish

Profile

Monitor

ObtainAccess

Impersonate

Manipulate

Transfer



The Fraud 
Ocean Front Buyer Losses Nearly $1Mil



Details

● Technology executive

Purchasing oceanfront for cash

Lives across the street from new parcel

Intents to build new home in the future

Experienced with the purchase and sale of property 



Details

● One legitimate email from title company

All other communications from fraudster

Title company and buyer were spoofed

No education on wire fraud

Title company and real estate agent did not assist in 
recovery

$1,024,960

~$350,000

Wire Amount

Amount 
Recovered

~$674,960
Amount Lost to 

Overseas 
Cryptocurrency 

Wallet



What Happened? 
Fraudster In The Middle



Initial Trusted 
Contact 



Fraudster initial 
contact



Request for 
details



Response with 
details



Transaction 
discussion



Transaction 
discussion



Request for wire 
transfer



Request for wire 
transfer



Request for wire 
transfer



Fraudulent wiring 
instructions



Wire amount 
details



Wire transfer 
confirmation



Wire transfer 
confirmation



Wire transfer 
confirmation



Wire transfer 
confirmation



Wire transfer 
confirmation



“Landmarktittle.com”
domain registration



Domain registration 
address



Domain registration 
phone number



The Impact



1. Intense feeling of violation and fear
2. Loss of liquidity
3. Real estate agent, and title company left him exposed
4. Potential future litigation

The 
Emotional
and
Fiscal
Impact of 
Wire Fraud



Key Learnings 
and takeaways 

BEC Impact:

Email compromise exposes everyone 

Fraudsters have developed transactional expertise

Education and awareness is key

Funds move quickly and are hard to reclaim

All transaction parties may face litigation risk

Company’s must take a leadership position internally and externally
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BEC Red Flags

Urgent Request to 
Initiate Transfer

Wire Request Updated 
Instructions

Change of Events

Request for Transfer 
Confirmation

To Busy to Talk

BEC Red Flags



The Strike Zone

U R G E N C Y E X C U S E  /  B U S Y K I N D L Y



The Strike Zone

K I N D L Y U R G E N C Y U P D A T E



The Strike Zone: Payoffs

U P D A T E U P D A T E / K I N D L Y U P D A T E
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How the 
Money Moves
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58 Sets 
of Fraudulent 
Bank Accounts



91 Title 
Companies 

Spoofed
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Winning Each Battle
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Lowering BEC Risk

Culture

Create a culture of 
curiosity and 

compliance. Leadership 
must create and foster 
an environment that is 
transparent, inquisitive 

and empowering.

Education

Invest in training 
and resources to 

empower employees to 
be the first line of cyber 

defense. Information 
and threat intelligence 

sharing will drive 
sustained engagement.

Technology

Invest in the 
software and 

applications that enable 
the ability to securely 

send and confirm wiring 
instructions before 

funds are transferred.

Money

Proactively protect the 
transfer of funds in and 

out of your escrow 
account and create an 
incident response plan 

should money be 
diverted to a 

fraudulent account

Insurance

Identify risk vectors and 
adequately insure the 
risk in the insurance 

markets.

1 2 3 4 5
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Incident Response Plan

Detection & 
Analysis

Determine the scope of 
a breach or loss and 

communicate to 
stakeholders. 

Containment, 
Eradication & 

Recovery

Execute against the IRP 
and engage third parties

as necessary. 

Post-Incident 
Activity

Analyze the 
vulnerabilities (direct 
or indirect) that led to 

the cyber incident.  
Comply with all notice 

and other 
requirements

Lessons 
Learned

Improve technology, 
process and 

engagement to lower 
the cyber attack surface.

2 3 4 5
Preparation

Creating an Incident 
Response Plan (IRP) that 

covers BEC, 
Ransomware and other 
forms of cyber threats.

1
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Additional 
Resources Cyber Incident Preparation Guide: 

https://www.secretservice.gov/sites/default/files/reports/2020-
12/Preparing%20for%20a%20Cyber%20Incident%20-
%20A%20Guide%20to%20Ransomware%20v%201.0.pdf

Best Practices Guide:
https://www.cisa.gov/sites/default/files/publications/CISA_MS-
ISAC_Ransomware%20Guide_S508C_.pdf

Ransomware

BEC

https://www.secretservice.gov/sites/default/files/reports/2020-12/Preparing%20for%20a%20Cyber%20Incident%20-%20A%20Guide%20to%20Ransomware%20v%201.0.pdf
https://www.cisa.gov/sites/default/files/publications/CISA_MS-ISAC_Ransomware%20Guide_S508C_.pdf


Victim or 
Agent of Change



Enabling Multi-Factor 
Authentication
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It’s Easy: Multi-factor 
Authentication 
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It’s Easy: Multi-factor 
Authentication 
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It’s Easy: Multi-factor 
Authentication 
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It’s Easy: Check Auto-
forwarding
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It’s Easy: Check Auto-
forwarding
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It’s Easy: Check Auto-
forwarding
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It’s Easy: Check Auto-
forwarding
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It’s Easy: Check Auto-
forwarding
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It’s Easy: Check Auto-
forwarding
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It’s Easy: Check Auto-
forwarding
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It’s Easy: Check Auto-
forwarding
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It’s Easy: Multi-factor 
Authentication 
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It’s Easy: Multi-factor 
Authentication 
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It’s Easy: Multi-factor 
Authentication 
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It’s Easy: Multi-factor 
Authentication 
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Discussion 



Thank you
Tom Cronkright

CEO

tcronkright@suntitle.com | 616.371.4221
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